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Abstract
We present a new type of local image descriptor which yields binary patterns from small
image patches. For the application to fingerprint liveness detection, we achieve rotation
invariant image patches by taking the fingerprint segmentation and orientation field into
account. We compute the discrete cosine transform (DCT) for these rotation invariant
patches and attain binary patterns by comparing pairs of two DCT coefficients. These patterns are summarized into one or more histograms per image. Each histogram comprises
the relative frequencies of pattern occurrences. Multiple histograms are concatenated and
the resulting feature vector is used for image classification. We name this novel type of
descriptor convolution comparison pattern (CCP). Experimental results show the usefulness of the proposed CCP descriptor for fingerprint liveness detection. CCP outperforms
other local image descriptors such as LBP, LPQ and WLD on the LivDet 2013 benchmark.
The CCP descriptor is a general type of local image descriptor which we expect to prove
useful in areas beyond fingerprint liveness detection such as biological and medical image
processing, texture recognition, face recognition and iris recognition, liveness detection for
face and iris images, and machine vision for surface inspection and material classification.

1 Introduction
Local image descriptors comprise and encode pieces of information in a local neighborhood
ranging from only few pixels to small image patches. These descriptors are very useful in a multitude of applications in pattern recognition and computer vision [1], like e.g. texture recognition [2, 3], optical character recognition, biological or medical image analysis (e.g. virus
recognition [4]), machine inspection of surfaces [5] or biometric recognition. Examples of
local image descriptors are local binary patterns (LBP) [6], gray-level co-occurrence matrices
(GLCM) [7], Gabor filters (GFs) [8], scale-invariant feature transform (SIFT) [9], Weber local
descriptor (WLD) [10], intensity-domain spin images [11] and rotation-invariant feature
transform (RIFT) [11]. Many further descriptors are discussed in [1, 12]. Often, these local
descriptors are summarized by a single histogram per image (e.g. LBP or WLD) which can be
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used as a feature vector for image classification (e.g. by support vector machines [13]), signatures [11] are classified by the earth mover’s distance [14], or joint probability density functions
of patterns are described by Gaussian mixture models [15].
In this manuscript, we introduce a new local image descriptor based on the discrete cosine
transform (DCT) which obtains a binary pattern from a comparison of DCT coefficients. We
denote this novel descriptor as convolution comparison pattern (CCP) and we study the application of the proposed CCP descriptor for fingerprint liveness detection. The discrete cosine
transform has been introduced in 1974 [16]. An in-depth discussion of the DCT and many
additional references can be found in [17]. The DCT is well-known for its use in image compression (JPEG) and video compression (MPEG, Daala, and Theora) [18]. In the context of fingerprint recognition, the DCT has been considered for fingerprint matching [19], for
fingerprint image enhancement [20], for fingerprint image compression [21] and for estimating the quality of fingerprint images captured by smartphone cameras [22].

1.1 Fingerprint Liveness Detection
Hundreds of millions of people use fingerprint recognition in their daily life, especially for
unlocking their smartphone, and increasingly, for authorizing financial transactions. As a consequence, attacking fingerprint recognition systems is becoming more and more attractive for
criminals. Two important types of attacks are resembling impostor attacks [23] and spoof
attacks [24, 25]. Spoofs are fake fingers produced from material such as gelatin, wood glue or
silicone. These artificial fingers intend to fake the presence of real finger to a sensor. Several
scenarios are conceivable how spoof fingers can be created. For example, a fingerprint can be
lifted from a glass or another object previously touched. The image can be automatically
enhanced using typical fingerprint preprocessing steps [26] like segmentation, orientation field
estimation, ridge frequency estimation [8] and fingerprint enhancement [8, 27]. Finally, the
enhanced image can be printed to obtain a mold [24]. Another possibility is the reconstruction
of a fingerprint image from a stolen minutiae template. First, the segmentation and orientation
field is reconstructed [28]. Next, image reconstruction can be achieved e.g. using amplitudeand frequency-modulated (AM-FM) functions [29]. A survey of fingerprint reconstruction
methods is given in [30].
Software-based liveness detection is a very suitable countermeasure against spoof attacks. An
acquired fingerprint image is not only used for fingerprint verification (e.g. unlocking a smartphone) or fingerprint identification (e.g. watch list search at border control), but the same image
is classified by a software module as ‘live’ or ‘spoof’. So called static methods perform this classification based on a single image, whereas so called dynamic methods require a series of images
as input. Approaches for liveness detection employ general image descriptors which are used
e.g. in texture recognition and other areas of application, as well as fingerprint specific features
like the ridge frequency [31] or finger pores [32]. Currently, state-of-the-art performance in software-based liveness detection is achieved by local image descriptors and by deep convolutional
networks [33, 34]. An overview of approaches which apply local image descriptors for liveness
detection is given in [35]. However, drawbacks of deep convolutional networks are the computational complexity and runtime, and recently it has been shown that deep neural networks are
vulnerable to attacks with artificial images [36]. More references to software-based fingerprint
liveness detection methods can be found in Section 3 and in [24, 25, 37].

2 Comparison of DCT Coefficients
An overview over the CCP feature computation is given in Fig 1 and the DCT basic elements
for n = 9 (patch width in pixels) are visualized in Fig 2. Here, fingerprint images are used as
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Fig 1. Overview over the proposed feature vector computation. Every foreground pixel of a fingerprint (A) is considered as the center of a small image
patch. Instead of using the original patches (B) and their DCT coefficients (C), we take the local orientation into account to obtain rotation invariant patches
(D) and their DCT coefficients (E). We compute the binary pattern (F) by comparing selected pairs of two DCT coefficients from (E), see Eq (2). The pattern
(F) is converted intoa bin number (G), see Eq (3). A histogram (H) summarizes the relative frequency of occurrence of all local patterns for an image. (For
illustrative purposes only, patch sizes are here 17×17 pixels, and coefficients with index = 1 are set to zero in (C) and (E), and (F-H) show example
descriptors.)
doi:10.1371/journal.pone.0148552.g001

examples of image classification by CCP. The following framework is applicable to other types
of images, like e.g. microscopy images in biomedical applications or texture recognition:
1. Preprocessing
2. Learning stage (Training)
3. Classification (Test)

2.1 Preprocessing
The two preprocessing steps are image segmentation and orientation field estimation (see Fig 3
for an illustration). We perform fingerprint segmentation by the FDB method [38]. A Matlab
implementation of the FDB method is available for download at http://dx.doi.org/10.6084/m9.
figshare.1294210. The goal of this step is to consider only those regions of an image which contain relevant information and to exclude the background area. Segmentation should also be
performed for other applications like medical image classification, if some parts of the image
are irrelevant for the classification task.
The second step is estimating an orientation field by averaging squared image gradients [27,
39]. We use the Sobel operator [40] for approximating gradients. The window size is set to
33×33 pixels and gradients are weighted by a Gaussian with σ2 = 10. Fingerprints are oriented
patterns with one dominant orientation [41] at each location (with the exception of singular
points, e.g. a delta is a location where three different orientations meet). The estimated local
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Fig 2. Visualization of DCT coefficients for n = 9 (left) and corresponding index numbers (right). Negative values are depicted in black or dark gray and
positive coefficients are shown in white or light gray.
doi:10.1371/journal.pone.0148552.g002

orienation is used to compute a rotation invariant image patch (see column D in Fig 1) by
bilinear interpolation [40].

2.2 Learning stage
The proposed descriptor computes a binary pattern of b bits by comparing pairs of DCT coefficients. Every of the b comparisons involves two coefficients and the output is either a ‘0’ or a
‘1’. In order to select those comparisons which have the greatest discriminative power, we start

Fig 3. The preprocessing steps for an input fingerprint image (a) are segmentation (b)and orientation field (OF) estimation (c,d). Foreground pixels
in (b) are shown in black, background pixels in white. The OF is visualized in (c) by red lines for every 16th pixel. In (d), orientations in degrees are encoded
by gray values between 0 and 179, where 0 corresponds to x-axis and angles increase clock-wise.
doi:10.1371/journal.pone.0148552.g003
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by computing coefficient statistics, e.g. for n = 9, there are n2 = 81 DCT coefficients (see Fig 2),
hence there are n2(n2−1) = 6480 possible comparisons of two DCT coefficients, if we restrict
ourselves in Eq (2) to a “greater than” (“>”) comparison.
We are interested in a small number, e.g. the 8 or 24 ‘best’ comparisons.
For illustrative purposes, let us consider the Biometrika database of LivDet 2013 [42] which
consists of t = 2000 images for training and 2000 images for testing. Each set contains tlive =
1000 live and tspoof = 1000 spoof samples. For each training image, we select p = 2000 pixel
locations independently and uniformly at random from the foreground. For these
tp = 4,000,000 rotation invariant image patches of size n×n pixels, we compute DCT coefficients. Let be di the i-th DCT coefficient (i = 1, . . ., 81 in our example) and ai = |di| the absolute
P
value of the respective coefficient. Let be ai the mean value of all ai, i.e. ai ¼ tp1 t;p ai , Vi ¼
P
pﬃﬃﬃﬃﬃ
1
i Þ2 the variance and si ¼ Vi the standard deviation. Next, we compute normalt;p ðai  a
tp
ized coefﬁcients ci ¼ ðai siai Þ.

After this preparation, we compute the following statistic for both classes (‘live’ and ‘spoof’)
in the training set separately:
(
1 if ðci þ dÞ > cj
f ði; j; dÞ ¼
i 6¼ j; d 2 R:
0 otherwise
Now, we select i, j and δ according to the following criterion:




XX
XX
 1

1



flive ði; j; dÞ 
fspoof ði; j; dÞ:
max 
tspoof  p t
i;j;d tlive  p

t
p
p
live

ð1Þ

spoof

In our experiments, we let δ vary in the range from −1 to 1 in steps of size 0.02, and we find
the best i, j and δ by exhaustive search. By computing these coefficient statistics, we learn for
the Biometrika database that for i = 1, j = 11 and δ = −0.48, there is a difference of relative
occurrence frequencies of 23.6% between the two classes ‘live’ and ‘spoof’. The difference of relative occurrence frequencies for i = 11, j = 72 and δ = −0.4 amounts to 21.1% (see Fig 2 for a
visualization of the index numbers i, j and the corresponding DCT basis elements). To obtain a
pattern with b bits, we choose the first x = 0, . . ., b−1 comparisons with ix, jx and δx according
to Eq (1) such that each combination of i and j is unique.
(
1 if ðcix þ dx Þ > cjx
qðix ; jx ; dx Þ ¼
ð2Þ
0 otherwise

y¼

b1
X

ð2x  qðix ; jx ; dx ÞÞ

ð3Þ

x¼0

Hence, for b comparisons, the dimension of the resulting feature vector is 2b. In the next section and in Table 1, we report results for b = 8 which leads to a histogram with 28 = 256. Additionally, we consider a feature vector obtained from the concatenation of four histograms with
b = 6. The dimension of the vector for this choice is 426 = 464 = 256 is the same as before. For
b = 8, we model the joint distribution of 8 comparisons. In the alternative case, we model four
times the joint distribution of 6 comparisons.
Next, each individual histogram is normalized. We divide by the number of patches in the
image to obtain the relative frequency of occurrence. In doing so, we achieve invariance with
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Table 1. Comparison of liveness detection methods in terms of accuracy in percent for LivDet 2013 databases [42]. Further results can be found in
Table 7 of [42]. The description of CCP n×b bit can be found in Section 3.1.
Biometrika

Italdata

Crossmatch

Average

WLD

93.9

90.9

50.0

78.3

LBP

98.9

96.3

49.5

81.6

MLPQ

98.2

97.9

50.2

82.1

WLD+MLPQ

99.0

97.7

44.5

80.4

LBP+MLPQ

98.6

97.7

45.4

80.6

UniNap1 [42]

95.3

96.5

68.8

86.9

Pore Analysis [47]

97.8

99.0

65.1

87.3

HIG [37]

96.1

98.3

71.2

88.5

Proposed convolution comparison pattern (CCP)
CCP 1 × 8 bit

96.9

98.4

76.8

90.7

CCP 4 × 6 bit

97.9

98.5

82.5

93.0

CCP 2 × 8 bit

97.2

99.3

82.5

93.0

CCP 8 × 6 bit

98.0

99.3

76.5

91.3

doi:10.1371/journal.pone.0148552.t001

regard to the size of the foreground area. This area varies depending on the amount of surface
area of the finger or spoof that touches the sensor and the CCP descriptor should not be influenced by this factor.
Finally, we compute the CCP feature vectors for all images of the training set and we train a
machine learning algorithm for prediction or classification. As described in the next section, in
this work we use support vector machines (SVM) for learning a model separating the two classes ‘live’ (y = 1) and ‘spoof’ (y = 0).
We remark that we considered a number of conceivable alternatives which include: (i) using
the original, signed coefficients instead of their absolute value for the comparison in Eq (2), (ii)
considering the leading sign of coefficients, i.e. relative frequencies that e.g. two coefficients are
simultaneously positive, (iii) normalizing the rotation invariant image patches to a mean value
of zero and a standard deviation of one before computing the discrete cosine transform. All
these alternatives produce binary patterns which are also useful for classification. However, we
have found that the afore described computation of the CCP descriptor has clearly the greatest
discriminative power in the context of fingerprint liveness detection.

2.3 Classification
For classifying test set images, we compute the CCP feature vector in the way we have learned
on the training set and we classify an input image as ‘live’ (y = 1) or ‘spoof’ (y = 0) by the
trained SVM model.

2.4 Connection to Decision Trees and Fisher’s Linear Discriminant
The proposed criterion in Eq (1) at the learning stage shares commonalities with two wellknown methods in machine learning and statistics: decision trees [43, 44] and the computation
of Fisher’s linear discriminant (see Chapter 3 in [45]).
For constructing a decision tree, a standard approach is choose in each iteration the attribute which achieves the best split the set of training examples into separate sets. Here, “best”
can be formalized by choosing a criterion like e.g. information gain [43]. Intuitively, it means
that after the split each separate set tends to have clear majority and minority classes. In this
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analogy to decision trees, imagine that the criterion in Eq (1) simultaneously chooses the attribute for branching (indices i and j for the comparison), the splitting threshold value δ and it
maximizes the differences between the two classes ‘live’ and ‘spoof’ for each branch.
For Fisher’s linear discriminant analysis, we assume that we are given a set of n d-dimensional samples x1, . . ., xn. Each sample point belongs to one of two classes and we consider the
scalar dot project y ¼ wt x. Fisher’s criterion is deﬁned as
2

JðwÞ ¼

~1  m
~ 2j
jm
;
~s 21 þ ~s 22

ð4Þ

~ 1 and m
~ 2 are the sample means of the projected points and ~s 1 and ~s 2 are estimates of
where m
their standard deviations. Fisher’s linear discriminant enables an optimal choice of w which
maximizes the expression in Eq (4), see Chapter 3, Section 3.8.2 in [45] for more details.
For the above described discriminant analysis n d-dimensional samples are already given as
input, whereas in the situation of designing a binary pattern from scratch, each choice of a
comparison defines one additional dimension. We can still shape our data based on their statistics on the whole training set, i.e. we can select the e.g. 8 most discriminative dimensions out of
6480 possibilities for n = 9. Fisher’s linear discriminant analysis maximizes the inter-class variability and minimizes intra-class variability. Here, with only two possible values arising from
each comparison, we are interested only in maximizing the difference between the relative frequencies between the two classes as defined in Eq (1). As described in Section 2.2, we add the
best comparison according to Eq (1) in each step. Therefore, Eq (1) maximizes the inter-class
differences.

3 Experimental Results
For comparability with results of the LivDet 2013 competition [42], we follow the identical
evaluation protocol. SVMs with a linear kernel (C = 1.0) have been used for all methods and
features have been rescaled to the range from −1 to 1. Experiments have been performed using
LIBSVM [46] for the three databases acquired on optical sensors from Biometrika, Crossmatch
and Italdata. Example images are depicted in Fig 4. The images of the swipe sensor database
have a dimension of 208×1500 pixels and they would require sensor-specific, special preprocessing before basic steps like fingerprint segmentation and orientation field become possible.
Therefore, the swipe sensor database has not been considered in these experiments.
The liveness detection accuracy reported in Table 1 has been computed as follows: a ¼ ND,
where D is the number of correct decisions (classifying an image of an alive ﬁnger as ‘alive’ and
classifying an image of a fake ﬁnger as ‘spoof’) and N is the number of all decisions. Further
metrics considered in the literature are the normal presentation classiﬁcation error rate
(NPCER) which is the proportion of live ﬁngerprints incorrectly classiﬁed as spoofs. This rate
is called ‘FerrLive’ in [42]. Correspondingly, the attack presentation classiﬁcation error rate
(APCER) (or ‘FerrFake’ [42]) is the proportion of spoof ﬁngerprints incorrectly classiﬁed as
. Please note that the
live. The half total error rate (HTER) is deﬁned as HTER ¼ NPCERþAPCER
2
accuracy a = 1−HTER, if there the number of live and spoof samples in the test set is identical
which is the case for the Biometrika and Italdata databases listed in Table 1.
The comparison includes the best algorithm from LivDet 2013, a pore analysis based
approach [47], histograms of invariant gradients (HIG) [37], Weber local descriptor (WLD)
[10], local phase quantization (LPQ) [48] and local binary patterns (LBP) [6].
In 2008, LBP has been applied for liveness detection by Nikam and Agarwal [49] in form of
rotation invariant uniform LBP which leads to a 54-dimensional feature vector. To improve
the liveness detection performance, Ghiani et al.[50] proposed a fusion of LBP and LPQ by
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Fig 4. Example images from LivDet 2013 [42] after background removal by the FDB method[38]. The
first row depicts images acquired on a Biometrika sensor, the second row from a Crossmatch sensor and the
third row from an Italdata sensor. The leftmost three columns show images of real, alive fingers and rightmost
three columns images of fake fingers (spoof material indicated in legend).
doi:10.1371/journal.pone.0148552.g004

feature concatenation. WLD, LPQ and LBP, and combinations of LBP+LPQ and WLD+LPQ
have been considered by Gragnaniello et al.[51]. These two feature combinations have also
been evaluated for the LivDet 2013 databases as reported in Table 1. Combining elements from
WLD and LPQ by considering their joint distribution (instead of feature concatenation) has
been proposed in [52]. A Wavelet-Markov local descriptor has been suggested in [53].
In our implementation of the WLD descriptor [10], we used α = 3, β = 5, 120 bins for differential excitation and 8 orientation bins. Therefore, the dimension of the WLD vector is
8120 = 960. We have implemented LBP as described in [49] which results in a feature vector
of dimension 54. Our implementation of LPQ is denoted as modified LPQ (MLPQ) in Table 1.
In comparison to the original LPQ, we have made the following modification: we consider the
estimated orientation field and we compute rotation invariant image patches as described in
Section 2. We perform the short time Fourier transform (STFT) for each rotation invariant
image patch and compute the LPQ descriptor with a dimension of 28 = 256. The implementation of the histograms of invariant gradients (HIG) [37] in Table 1 uses an orientation field
estimation by the line sensor method [41] which has recently been adopted for detecting filament structures in microscopy images of human stem cells [54].
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3.1 CCP Histogram Concatenation
We have evaluated four versions of CCP. As described in the previous section, a version with
b = 8 comparisons and a histogram dimensionality of 28 = 256. This CCP histogram comprises
the joint distribution of b = 8 comparisons and is denoted as CCP 1 × 8 bit in Table 1.
Alternatively, we selected 24 comparisons which are grouped into four groups. The first
b = 6 comparisons are used to compute the first histogram with 26 = 64 bins. The next b = 6
comparisons (number 7 to 12 in the list from 1 to 24) are utilized to construct the second histogram with 64 bins. The third and fourth histogram are computed correspondingly from comparisons 13 to 18 and from comparisons 19 to 24. Finally, all four histograms with 64 bins are
concatenated to form a feature vector with dimensionality 256. This feature vector is referred
to as CCP 4 × 6 bit in Table 1.
Additionally, we have considered 16 comparisons sorted into two histograms (b = 8). By
concatenation, we obtain a feature vector of length 228 = 512. The fourth version involves
eight times b = 6 comparisons. Hence, we concatenate 8 descriptors of length 26 = 64 to a final
feature vector of size 512.

3.2 Computational Complexity
A typical fingerprint recognition system (FRS) performs fingerprint segmentation [55], orientation field estimation, image enhancement, minutiae extraction and fingerprint matching
[56–60]. Methods for fingerprint liveness detection and fingerprint alteration detection [61]
can be considered as add-on modules to a FRS which aim to protect against these two types of
presentation attacks [24]. The mean computational runtime for computing a CCP histogram
with n = 9 pixels patch size and b = 8 comparisons is 0.7 seconds per image for the Biometrika
database and 0.8 seconds per image for the Crossmatch and Italdata databases. for a not optimized Java implementation using one core of an Intel Core i7 CPU with 3.20 GHz. For a CCP
descriptor of b = 8 comparisons, a rotationally invariant patch and 16 DCT coefficients are to
be computed (or less than 16 if some coefficients appear in multiple comparisons). The computationally least expensive descriptor is LBP which involves 8 comparisons of two pixel values.
The computation of the LPQ descriptor requires a short time Fourier transform for each image
patch and its runtime depends on the patch size and efficiency of the Fourier transform implementation. Basically, all compared descriptors are suitable for real-time applications.

4 Conclusion
The experimental results reported in the previous section show that the proposed novel
descriptor provides a very useful feature for fingerprint liveness detection. We intend to investigate the combination of several local descriptors for further improvements of the fingerprint
liveness detection performance.
Possibilities for future work include the application of the proposed CCP descriptor in other
areas like e.g. biological and medical image processing, texture recognition, face recognition
and iris recognition, as well as liveness detection for face and iris images.
Moreover, fingerprint image compression is a topic which deserves further research. We
plan to explore how the rotation invariant image patches can improve the DCT based compression in comparison to [21] and in comparison to the AM-FM based compression [29]. The
required orientation field can be compressed to an extremely high degree. Existing methods for
reconstructing an OF from a minutiae template face problems only in the area around singular
points [28].

PLOS ONE | DOI:10.1371/journal.pone.0148552 February 4, 2016

9 / 12

Convolution Comparison Pattern: An Efficient Local Image Descriptor

Acknowledgments
We understand that all fingerprint images shown in the figures of this manuscript belong to
the LivDet Databases (livdet.org), and that the databases are for research use only. The author
gratefully acknowledges support by the German Research Foundation (DFG) and the Open
Access Publication Funds of the University of Göttingen, and by the Felix-Bernstein-Institute
for Mathematical Statistics in the Biosciences and the Niedersachsen Vorab of the Volkswagen
Foundation.

Author Contributions
Conceived and designed the experiments: CG. Performed the experiments: CG. Analyzed the
data: CG. Contributed reagents/materials/analysis tools: CG. Wrote the paper: CG.

References
1.

Szeliski R. Computer Vision: Algorithms and Applications. London, United Kingdom: Springer; 2011.

2.

Varma M, Zisserman A. A Statistical Approach to Texture Classification from Single Images. International
Journal of Computer Vision. 2005 Apr; 62(1–2):61–81. doi: 10.1023/B:VISI.0000046589.39864.ee

3.

Kylberg G, Sintorn IM. Evaluation of noise robustness for local binary pattern descriptors in texture classification. EURASIP Journal on Image and Video Processing. 2013 Apr; 2013(17):1–20.

4.

Sintorn IM, Kylberg G. Virus recognition based on local texture. In: Proc. ICPR. Stockholm, Sweden;
2014. p. 3227–3232.

5.

Varma M, Zisserman A. A Statistical Approach to Material Classification Using Image Patch Exemplars.
IEEE Transactions on Pattern Analysis and Machine Intelligence. 2009 Nov; 31(11):2032–2047. doi:
10.1109/TPAMI.2008.182 PMID: 19762929

6.

Ojala T, Pietikäinen M, Mäenpää T. Multiresolution Gray-Scale and Rotation Invariant Texture Classification with Local Binary Patterns. IEEE Transactions on Pattern Analysis and Machine Intelligence.
2002 Jul; 24(7):971–987. doi: 10.1109/TPAMI.2002.1017623

7.

Haralick RM, Shanmugam K, Dinstein I. Textural Features for Image Classification. IEEE Transactions
on Systems, Man and Cybernetics. 1973 Nov; SMC-3(6):610–621. doi: 10.1109/TSMC.1973.4309314

8.

Gottschlich C. Curved-Region-Based Ridge Frequency Estimation and Curved Gabor Filters for Fingerprint Image Enhancement. IEEE Transactions on Image Processing. 2012 Apr; 21(4):2220–2227. doi:
10.1109/TIP.2011.2170696 PMID: 21984503

9.

Lowe DG. Distinctive Image Features from Scale-Invariant Keypoints. International Journal of Computer Vision. 2004; 60(2):91–110. doi: 10.1023/B:VISI.0000029664.99615.94

10.

Chen J, Shan S, He C, Zhao G, Pietikäinen M, Chen X, et al. WLD: a robust local image descriptor.
IEEE Transactions on Pattern Analysis and Machine Intelligence. 2010 Sep; 32(9):1705–1720. doi: 10.
1109/TPAMI.2009.155 PMID: 20634562

11.

Lazebnik S, Schmid C, Ponce J. A Sparse Texture Representation Using Local Affine Regions. IEEE
Transactions on Pattern Analysis and Machine Intelligence. 2005 Aug; 27(8):1265–1278. doi: 10.1109/
TPAMI.2005.151 PMID: 16119265

12.

Tuytelaars T, Mikolajczyk K. Local Invariant Feature Detectors: A Survey. Foundations and Trends in
Computer Graphics and Vision. 2008 Jan; 3(3):177–280. doi: 10.1561/0600000017

13.

Schölkopf B, Smola AJ. Learning with Kernels: Support Vector Machines, Regularization, Optimization,
and Beyond. Cambridge, MA, USA: MIT Press; 2002.

14.

Gottschlich C, Schuhmacher D. The Shortlist Method for Fast Computation of the Earth Mover’s Distance and Finding Optimal Solutions to Transportation Problems. PLoS ONE. 2014 Oct; 9(10):
e110214. doi: 10.1371/journal.pone.0110214 PMID: 25310106

15.

Lategahn H, Gross S, Stehle T, Aach T. Texture Classification by Modeling Joint Distributions of Local
Patterns With Gaussian Mixtures. IEEE Transactions on Image Processing. 2010 Jun; 19(6):
1548–1557. doi: 10.1109/TIP.2010.2042100 PMID: 20129862

16.

Ahmed N, Natarajan T, Rao KR. Discrete Cosine Transform. IEEE Transactions on Computers. 1974
Jan; C-23(1):90–93. doi: 10.1109/T-C.1974.223784

17.

Britanak V, Yip P, Rao KR. Discrete Cosine and Sine Transforms. Kidlington, United Kingdom: Academic Press; 2006.

18.

Salomon D. Data Compression. Fourth edition ed. London, UK: Springer; 2007.

PLOS ONE | DOI:10.1371/journal.pone.0148552 February 4, 2016

10 / 12

Convolution Comparison Pattern: An Efficient Local Image Descriptor

19.

Amornraksa T, Tachaphetpiboon S. Fingerprint recognition using DCT features. Electronics Letters.
2006 Apr; 42(9):522–523. doi: 10.1049/el:20064330

20.

Jirachaweng S, Areekul V. Fingerprint Enhancement Based On Discrete Cosine Transform. In: Proc.
ICB 2007. Seoul, Korea; 2007. p. 96–105.

21.

Wang YL, Liao CT, Su AWY, Lai SH. Fingerprint compression: An adaptive and fast DCT-based
approach. In: Proc. ICIP. Hong Kong, China; 2010. p. 3109–3112.

22.

Li G, Yang B, Busch C. Autocorrelation and DCT Based Quality Metrics for Fingerprint Samples Generated by Smartphones. In: Proc. DSP 2013. Fira, Greece; 2013. p. 1–5.

23.

Gottschlich C. Resembling Impostor Attacks Against Fingerprint Verification Systems.
arXiv:150304729 [csCV]. 2015 Mar.

24.

Sousedik C, Busch C. Presentation attack detection methods for fingerprint recognition systems: a survey. IET Biometrics. 2014 Dec; 3(4):219–233. doi: 10.1049/iet-bmt.2013.0020

25.

Marasco E, Ross A. A Survey on Anti-Spoofing Schemes for Fingerprint Recognition Systems. ACM
Computing Surveys. 2014 Sep; 47(2):1–36. doi: 10.1145/2617756

26.

Gottschlich C. Fingerprint growth prediction, image preprocessing and multi-level judgment aggregation. University of Goettingen. Goettingen, Germany; 2010.

27.

Gottschlich C, Schönlieb CB. Oriented Diffusion Filtering for Enhancing Low-quality Fingerprint Images.
IET Biometrics. 2012 Jun; 1(2):105–113. doi: 10.1049/iet-bmt.2012.0003

28.

Oehlmann L, Huckemann S, Gottschlich C. Performance Evaluation of Fingerprint Orientation Field
Reconstruction Methods. In: Proc. IWBF. Gjovik, Norway; 2015. p. 1–6.

29.

Larkin KG, Fletcher PA. A Coherent Framework for Fingerprint Analysis: Are Fingerprints Holograms?
Optics Express. 2007; 15(14):8667–8677. doi: 10.1364/OE.15.008667 PMID: 19547201

30.

Gottschlich C, Huckemann S. Separating the Real From the Synthetic: Minutiae Histograms as Fingerprints of Fingerprints. IET Biometrics. 2014 Dec; 3(4):291–301. doi: 10.1049/iet-bmt.2013.0065

31.

Abhyankar A, Schuckers S. Fingerprint Liveness Detection Using Local Ridge Frequencies and Multiresolution Texture Analysis Techniques. In: Proc. ICIP. Atlanta, GA, USA; 2006. p. 321–324.

32.

Marasco E, Sansone C. Combining Perspiration- and Morphology-based Static Features for Fingerprint
Liveness Detection. Pattern Recognition Letters. 2012 Jul; 33(9):1148–1156. doi: 10.1016/j.patrec.
2012.01.009

33.

Nogueira RF, de Alencar Lotufo R, Machado RC. Evaluating software-based fingerprint liveness detection using Convolutional Networks and Local Binary Patterns. In: Proc. BIOMS. Rome, Italy; 2014. p.
22–29.

34.

Menotti D, Chiachia G, Pinto A, Schwartz WR, Pedrini H, Falcao AX, et al. Deep Representations for
Iris, Face, and Fingerprint Spoofing Detection. IEEE Transactions on Information Forensics and Security. 2015 Apr; 10(4):864–879. doi: 10.1109/TIFS.2015.2398817

35.

Gragnaniello D, Poggi G, Sansone C, Verdoliva L. An Investigation of Local Descriptors for Biometric
Spoofing Detection. IEEE Transactions on Information Forensics and Security. 2015 Apr; 10(4):849–
863. doi: 10.1109/TIFS.2015.2404294

36.

Nguyen A, Yosinski J, Clune J. Deep Neural Networks are Easily Fooled: High Confidence Predictions
for Unrecognizable Images. arXiv:14121897v3 [csCV]. 2015 Mar;.

37.

Gottschlich C, Marasco E, Yang AY, Cukic B. Fingerprint Liveness Detection Based on Histograms of
Invariant Gradients. In: Proc. IJCB. Clearwater, FL, USA; 2014. p. 1–7.

38.

Thai DH, Huckemann S, Gottschlich C. Filter Design and Performance Evaluation for Fingerprint Image
Segmentation. arXiv:150102113 [csCV]. 2015 Jan;.

39.

Bazen AM, Gerez SH. Systematic methods for the computation of the directional fields and singular
points of fingerprints. IEEE Transactions on Pattern Analysis and Machine Intelligence. 2002 Jul; 24(7):
905–919. doi: 10.1109/TPAMI.2002.1017618

40.

Gonzalez RC, Woods RE. Digital Image Processing. Upper Saddle River, NJ, USA: Prentice Hall;
2002.

41.

Gottschlich C, Mihăilescu P, Munk A. Robust orientation field estimation and extrapolation using semilocal line sensors. IEEE Transactions on Information Forensics and Security. 2009 Dec; 4(4):802–811.
doi: 10.1109/TIFS.2009.2033219

42.

Ghiani L, Yambay D, Mura V, Tocco S, Marcialis GL, Roli F, et al. LivDet 2013 Fingerprint Liveness
Detection Competition 2013. In: Proc. ICB. Madrid, Spain; 2013. p. 1–6.

43.

Quinlan JR. C4.5: Programs for machine learning. San Mateo, CA, USA: Morgan Kaufmann; 1993.

44.

Witten IH, Frank E, Hall MA. Data Mining. Practical Machine Learning Tools and Techniques. Burlington, MA, USA: Morgan Kaufmann; 2011.

PLOS ONE | DOI:10.1371/journal.pone.0148552 February 4, 2016

11 / 12

Convolution Comparison Pattern: An Efficient Local Image Descriptor

45.

Duda RO, Hart PE, Stork DG. Pattern Classification. New York, NY, USA: Wiley; 2001.

46.

Chang CC, Lin CJ. LIBSVM: a library for support vector machines. ACM Transactions on Intelligent
Systems and Technology. 2011 Apr; 2(3):1–27. doi: 10.1145/1961189.1961199

47.

Johnson P, Schuckers S. Fingerprint Pore Characteristics for Liveness Detection. In: Proc. BIOSIG.
Darmstadt, Germany; 2014. p. 1–8.

48.

Ojansivu V, Heikkilä J. Blur Insensitive Texture Classification Using Local Phase Quantization. In:
Proc. ICISP. Cherbourg-Octeville, France; 2008. p. 236–243.

49.

Nikam SB, Agarwal S. Texture and Wavelet-Based Spoof Fingerprint Detection for Fingerprint Biometric Systems. In: Proc. ICETET. Nagpur, India; 2008. p. 675–680.

50.

Ghiani L, Marcialis GL, Roli F. Experimental Results on the Feature-level Fusion of Multiple Fingerprint
Liveness Detection Algorithms. In: Proc. MM & Sec. Coventry, United Kingdom; 2012. p. 157–163.

51.

Gragnaniello D, Poggi G, Sansone C, Verdoliva L. Fingerprint Liveness Detection based on Weber
Local Image Descriptor. In: Proc. BIOMS. Napoli, Italy; 2013. p. 46–50.

52.

Gragnaniello D, Poggi G, Sansone C, Verdoliva L. Local contrast phase descriptor for fingerprint liveness detection. Pattern Recognition. 2015 Apr; 48(4):1050–1058. doi: 10.1016/j.patcog.2014.05.021

53.

Gragnaniello D, Poggi G, Sansone C, Verdoliva L. Wavelet-Markov local descriptor for detecting fake
fingerprints. Electronics Letters. 2014 Mar; 50(6):439–441. doi: 10.1049/el.2013.4044

54.

Eltzner B, Wollnik C, Gottschlich C, Huckemann S, Rehfeldt F. The Filament Sensor for Near Real-time
Detection of Cytoskeletal Fiber Structures. PLoS ONE. 2015 May; 10(5):e0126346. doi: 10.1371/
journal.pone.0126346 PMID: 25996921

55.

Thai DH, Gottschlich C. Global Variational Method for Fingerprint Segmentation by Three-part Decomposition. IET Biometrics.

56.

Chen X, Tian J, Yang X. A New Algorithm for Distorted Fingerprints Matching Based on Normalized
Fuzzy Similarity Measure. IEEE Transactions on Image Processing. 2006 Mar; 15(3):767–776. doi: 10.
1109/TIP.2005.860597 PMID: 16519361

57.

Chen X, Tian J, Yang X, Zhang Y. An Algorithm for Distorted Fingerprint Matching Based on Local Triangle Features Set. IEEE Transactions on Information Forensics and Security. 2006 Jun; 1(2):169–177.

58.

Cao K, Yang X, Chen X, Zang Y, Liang J, Tian J. A novel ant colony optimization algorithm for large-distorted fingerprint matching. Pattern Recognition. 2012 Jan; 45(1):151–161. doi: 10.1016/j.patcog.2011.
04.016

59.

Paulino AA, Feng J, Jain AK. Latent Fingerprint Matching Using Descriptor-Based Hough Transform.
IEEE Transactions on Information Forensics and Security. 2013 Jan; 8(1):31–45. doi: 10.1109/TIFS.
2012.2223678

60.

Arora SS, Liu E, Cao K, Jain AK. Latent Fingerprint Matching: Performance Gain via Feedback from
Exemplar Prints. IEEE Transactions on Pattern Analysis and Machine Intelligence. 2014 Dec; 36(12):
2452–2465. doi: 10.1109/TPAMI.2014.2330609 PMID: 26353151

61.

Gottschlich C, Mikaelyan A, Olsen MA, Bigun J, Busch C. Improving Fingerprint Alteration Detection.
In: Proc. ISPA. Zagreb, Croatia; 2015. p. 85–88.

PLOS ONE | DOI:10.1371/journal.pone.0148552 February 4, 2016

12 / 12

